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Abstract: The article deals with the problem of information and psychological influence in
the Internet associated with psychological manipulation in social networks and online
media. The article says that main forms and methods of information and psychological
influence in the Internet related to information and psychological influence, technologies
of analysis of social networks. The main socio-psychological and political factors that are
related to various forms of information and psychological influence are shown.

1. Introduction

Analysis of political and socio-psychological problems of information and psychological influence
(IP1) is an urgent task of scientific research and an important object for study[19] not only in Russia,
but also in other countries. Purposeful and unintended influence and its effects on people’s behavior
and emotions[7], the reaction of users in the post-event discourse[18], the relationship to
information threats and socio-psychological characteristics[5], the IPI effects on interpersonal
communication[11] and protective group mechanisms[17] - all these scientific problems are closely
related to information security and global risks, their assessment, attitude, perceptions, expectations,
etc.

In our work, information and psychological influence (IPI) is considered as a special form of
manifestation of an individual or group subject social activity within the communicative space,
consisting in the purposeful transfer of specially selected information in the form of signs (symbols),
images or signals, orienting the perceived system of the object of influence with respect to the
meaning and significance of this information, as a result of which the object of influence forms a
psychoemotional response, leading to a change in the nature of the perceived object of the previous
and subsequent information, which leads to the adjustment of its individual worldview in the
desired subject of impact key[5].

IPI is divided into situational (a set of behaviors) and verbal-figurative (verbal-figurative
encoding) types, has open and hidden forms. IPI channels are individuals, non-profit organizations
(NGOs) and the mass communication media (MCM). None traditional MCM has recently had an
increasing influence on the behavior and lifestyle of people. According to official information,
today 65% of users receive information from social media [6].
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2. New Forms of IPI and Online Analyzes

New forms of IPI are now available in the Internet. Among them: misinformation in social networks,
«fake news», computer propaganda, «meme wars» using artificial intelligence (Al), machine
learning, mining and blockchain technologies. The «Online-FUD» method is widely used. It
consists in the purposeful dissemination of negative and «fake» information through Internet users
who are most prone to panic anxiety. The «Online FUD» method is aimed at instilling fear (Fear),
uncertainty(Uncertainty) and doubt(Doubt) in the mass target audience[14].

At the same time, the Internet and social networks act as a reliable database of socio-
psychological characteristics of users[9], socio-psychological processes, are a source of forecasting
the dynamics of interpersonal processes, group dynamics, impact of group socio-psychological
phenomena on the results of joint activities[3], forecasting group processes in virtual and real space,
in the psychology of criminal behavior, interethnic tension and aggression, protest and political
activity of the population[12,2,13].

3. Social and Political Aspects

The possibilities of the Internet are used in social and political processes both for the collection of
data on users and for information and psychological influence. Most often, this is due to the
formation of public opinion about the activities of a political leader or political party, his supporters
or opponents.

Public pages and groups containing political, alternative and conspiracy information are used to
create public discontent about political decisions on Facebook[16]. The purpose of conspiracy news
is a simplification of reality, explaining the important social and political events as a result of a
secret conspiracy action of influential persons and organizations. Conspiracy news difficult to
verify[1]. Alternative information is at odds with the information of the official (mainstream)
media. It is established that users who consume it are more likely to spread lies[16].

An important socio-psychological phenomenon that facilitates the spread of false information is
the homogeneous composition of the Internet community, the so-called «echo chamber». Their
participants listen only to their own kind and become insensitive to alternative points of view.
Virtual discussions in such communities, regardless of their subject matter, increase the intensity of
negative emotional States and shift participants to extreme, radical assessments[8]. The participants
of echo chambers are characterized by a number of features: high emotional stability and high
openness to the new, combined with low extroversion, low goodwill and low consciousness[1].

One of the forms of presenting information in social networks is a sarcastic meme. Memes are
widely disseminated online and are often used as arguments in pre-election political campaigns and
television debates. Potential memetic also used to achieve military and political objectives[4]. Skills
of application of MEM technology in combat regularly work for the US military and NATO
through joint exercises, for example the exercise «Trident Juncture». In 2015, the joint exercises of
the psychological operations Forces of the United States and the University of Maryland ICONS
team were held, the purpose of which were: testing in real conditions the methods of counter-
propaganda of ISIS, the integration of the consequences of neurocognitive and social concepts for
more accurate identification of the desired content, taking into account modern information and
communication capabilities, analysis of the operational situation on the battlefield with the
classification of the subjects of information and psychological warfare as «neutral», «friendly» and
«enemys.

To increase the level of information and psychological influence on the audience of voters during
the election campaign, psychological behavioral analysis is used, based on the comparison of
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actions in social networks with personal data of users («digital traces») and targeted advertising.
The technology of the analysis of «digital footprints» and profiling of the individual methods are of
computational linguistics, psychological technique called «The Big five», the recognition of the
photo, video, audio, voice and data smartphone using the methods of artificial intelligence and
machine learning. It is worth noting that to date, the prognostic validity of «like» marks in
Facebook when assessing political beliefs and socio-demographic characteristics ranges from 0.7 to
0.9[9].

4. Conclusions

Thus, information and psychological influence in the Internet at the present stage of development of
society is closely connected with a number of political and socio-psychological factors determining
it character and outcome. Political factors include: a) domestic political processes related to the
struggle of local elites for power; b) military-political processes associated with achieving
geopolitical goals. To social and psychological factors include: a) phenomena affecting the
efficiency dissemination of information in social networks (for example, social perceptions of
misinformation, collective emotional states, group dynamics in network communities during the
spread of rumors, etc.); b) personal and group socio-psychological characteristics of the target
audience and actors (for example, negative assessment of the past, the level of social cynicism,
fatalistic attitudes, etc.); c) intrapersonal, interpersonal, intragroup, intergroup and societal
psychological mechanisms to reduce the vulnerability of individuals and groups to misinformation
(for example, maintaining social trust and positive group identity mechanisms, collective coping
mechanisms, group identity reflection, etc.).
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