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Abstract: When abnormal line loss shows up in a low-voltage transformer area, it can often
be traced to non-technical losses like electricity theft. Traditional approaches to tracking
down abnormal line loss have leaned heavily on manual inspections and rule-based expert
systems, but they eat up a lot of time and money, and their efficiency drops sharply once
the number of users grows. The transformer area is modeled as a partially observable
environment in which an agent has to decide which user to check next, drawing on total
line loss information and the electricity consumption records gathered from smart meters.
A dueling deep Q-network (DQN) with action masking is used to learn a better inspection
policy, and the goal is to recover more of the lost revenue while keeping the inspection cost
down. Experiments were run on a synthetic dataset containing 100 users, and the proposed
method ended up needing far fewer inspections than a greedy baseline—a 43.2% reduction
in the average number of inspections was achieved, while a theft detection rate of 97.8%
was still reached. The method also performed better than traditional rule-based methods
and supervised anomaly detection models. These results show that the learned inspection
strategy is able to make use of the connection between abnormal line loss and user
electricity behavior, so theft can be located more accurately and at a lower cost.

1. Introduction

Line loss captures the gap between the electricity that is fed into a distribution network and the
electricity that actually gets recorded by users, offering power companies a practical way to gauge
how well a distribution area is performing[1]. It is common to break line loss down into two types:
technical loss and non-technical loss. Technical loss is something that cannot be fully avoided
during power transmission and distribution, while non-technical loss is typically traced back to
causes like electricity theft, meter tampering, metering errors, or billing mistakes[2-3]. In
low-voltage distribution areas, particularly those in developing regions, non-technical loss can
swallow a sizable share of the total electricity supply, bringing direct financial losses to power
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companies and potentially affecting the safe and stable operation of the distribution network. That is
why abnormal line loss has to be spotted as early as possible, and why the users involved in
possible electricity theft need to be accurately located.

Advanced meters have given power companies access to far more detailed electricity usage data,
with the information streaming in from transformer terminal units and household smart meters. A
variety of methods have been applied to this data to uncover non-technical losses, among them
clustering algorithms, support vector machines, and deep neural networks[4]. Most of these
approaches, though, still treat electricity theft detection as a simple classification problem, labeling
a user as normal or suspicious based purely on past consumption records. That sort of method can
produce acceptable results in offline tests[5], but it runs into real difficulties once it moves into
actual inspection work[6]. One limitation is that these methods only hand over a fixed list of
suspicious users; they cannot adjust the inspection sequence after field checks begin to return
results[7-8]. Another limitation is that the cost of sending workers into the field is rarely taken into
account. Every user who gets flagged must be visited and checked, so unnecessary inspections push
up both labor costs and operating expenses A detection method that is truly useful, then, needs to do
more than just spot electricity theft accurately—it also has to drive down the number of inspections
as much as possible[9-10].

This paper reframes abnormal line loss diagnosis and electricity theft detection as a sequential
decision problem that comes with a degree of uncertainty. Within that framework, the power
company takes on the role of an agent that monitors the total feeder loss and the load data of every
user, and at each step it has to decide which user needs to be inspected next.

After each inspection, the true status of the checked user comes to light, and the state of the
distribution area gets updated right away. The aim is to uncover all electricity theft cases while
staying within a limited inspection budget, and the money lost to theft that has not yet been detected
has to be taken into account at the same time. Every choice about who to inspect next depends on
what the earlier inspections have already revealed, turning the whole process into a sequential
decision problem. Before any inspection happens, the real condition of all users remains unknown,
and both the cost of carrying out inspections and the loss caused by ongoing theft need to be
weighed carefully. These properties make reinforcement learning a well-suited tool for the job.

A deep reinforcement learning based method has been developed in this work, and it has the
ability to learn an inspection strategy from historical AMI data together with simulated electricity
theft cases. The strategy can be picked up straight from the data, and this work makes a number of
contributions:

(1) This paper casts the inspection process inside a distribution network area as a Markov
Decision Process, the agent is able to make decisions by drawing on both the current operating state
and the results gathered from past inspections.

(2) A dueling double deep Q-network with action masking was adopted to learn a better
inspection strategy, and the reward function was designed to account for both the loss recovered
from detected electricity theft and the cost of carrying out inspections, so that detection accuracy
and inspection efficiency can be balanced by the method.

(3) The proposed method was put up against three baseline methods: a greedy method driven by
line loss contribution, a supervised learning model that uses XG Boost, and a random inspection
approach.

Previous studies on line loss analysis and reinforcement learning in power systems have been
reviewed. The problem gets formulated as a Markov Decision Process (MDP). The proposed deep
reinforcement learning model and its training process are laid out. Experimental settings and results
are presented and discussed. The main findings are summarized together with some possible future
work.
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2. Related Work
2.1 Abnormal Line Loss Diagnosis and Theft Detection

Non-technical loss (NTL) detection has traditionally been carried out after abnormal feeder line
loss has been spotted, and in many real cases power companies still fall back on manual checks or
simple rule-based methods to pick out suspicious users. A rule-based system, for instance, may
compare the current line loss rate to past values and raise an alarm once the difference crosses a set
threshold. Approaches like this are straightforward to deploy, but they tend to produce a lot of false
alarms and can rarely pinpoint the exact location where electricity theft is taking place.

Smart meters have made it much easier to pull electricity use data from every user, and this has
fueled the growth of data-driven methods for non-technical loss (NTL) detection. A number of
approaches can work without any labeled data, with k-means clustering, self-organizing maps, and
isolation forests being frequently applied to flag abnormal load patterns. In recent years, graph
neural networks and attention-based models have also been brought into the picture, and they have
the ability to capture the relationships among users served by the same transformer, so that the
connections inside a distribution area can be considered in a more complete way.

Static classification methods have improved a great deal, yet they still share a shortcoming: the
step-by-step nature of field inspection is not taken into account. These methods tend to treat every
user in isolation, but when electricity theft occurs the total line loss shifts, and in effect all users
under the same area become coupled through that total loss.

2.2 Deep Reinforcement Learning in Power Systems

In the power systems domain, DRL has made its way into Volt/\VAR control, demand response,
energy trading, and distribution network reconfiguration, though it is still not a common tool for
electricity theft detection.

3. Problem Formulation

Consider a low-voltage distribution transformer area serving a set of N customers indexed by
i=12,...,N. The area is equipped with a TTU that measures the total active power P, (t) at

the transformer’s secondary side at discrete time steps t(e.g., 15-minute intervals). Each customer
has a smart meter that reports the active power consumption p;(t). In the absence of theft and

metering errors, the energy balance yields:
N
Ptotal (t) = z pi (t) + Ltech (t)’
i=1

where L, (t) represents technical losses, which can be estimated with reasonable accuracy from
network parameters and load flows. The line loss rate is defined as:

LR (t) _ Ptotal (t)P_ Z(:ti)_l pi (t) x100%

When a customer i commits electricity theft, their reported consumption is a fraction of their
true consumption, i.e., p® (t) = o, (t) p"°(t) , where ¢ (t) € [0,1]is the theft factor. A value of «, =1

indicates no theft, while ¢; <1 denotes theft. As a result, the measured sum Z p; becomes lower
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than the actual consumption, causing LR(t) to exceed the expected technical loss level. The
abnormal line loss condition is thus declared when LR(t) >z for a sustained period, where z is

the anomaly threshold.
Sequential inspection process: When an abnormal line loss is detected, the utility operator
launches an inspection campaign. In each decision step k=12,...,K the agent selects a

 Kinax s
customer a, {1, ooy N} (or a “terminate” action) based on all available information up to that step.
If a customer is inspected, a field crew physically checks the meter and the connection. The
inspection reveals the true theft factor of that customer. If ¢, <1, the theft is immediately corrected
(e, ;ls reset to 1). The agent receives a reward that accounts for the recovered energy and the

inspection cost. The process continues until all thefts are found or the maximum inspection budget
is exhausted.

MDP formulation: The above process is a finite-horizon Markov decision process defined by the
tuple (S,AP,R,».

State space S: Thestate s, atstep k contains: (1) the line loss rate sequence over the past T
time steps prior to the anomaly trigger, [LR ey LRO]; (2) for each customer i, a feature vector

derived from their reported load profile during the anomaly period, including mean power, variance,
peak-to-average ratio, and correlation with the aggregated loss pattern; (3) a binary mask vector

me {0,1}" indicating whether customer i has been inspected (m, =1)or not (m, =0); (4) the
remaining inspection budget as a normalized value b e [0,1].

Action space A: The agent can choose one of N-+1 discrete actions: inspect customer
i(i=1,..,N), or execute a “stop” action that terminates the episode. To prevent wasted inspections,
actions corresponding to already-inspected customers are masked.

Transition P : When actiona, =i is taken, the mask m; becomes 1. If customer i is a thief,

their o, becomes 1, and the actual (unobserved) feeder loss decreases accordingly. The budgeth

decrements. The next state features are updated to reflect the new line loss after correction.
Reward function R: The immediate reward at step k is designed to trade off theft recovery
against inspection cost:

—Cinsp, if a, =i and customer | isnormal,
A¢ * Eperei = Cinsps if a, =1 and customer | isa thief,
R(Sk J ak) =
= Ay " Eongoing» if a, = stop and thefts remain,
0 otherwise.
Here, C,, is the fixed cost of one inspection, E,; is the estimated energy stolen by customer

i during the detection period (which will be recovered), A, is the monetary value per kWh of
recovered energy, and A, is a penalty coefficient that quantifies the cost of leaving thefts

unresolved (e.g., the ongoing loss per step). This penalty encourages the agent to locate all thieves
quickly rather than postponing inspection. Discount factor y :Set to 0.99 to value future recovery
and cost savings. The objective is to learn a stochastic policy z(a|s) that maximizes the expected
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cumulative discounted reward: Eﬁ[z k;/kRk].

4. Proposed Deep Reinforcement Learning Method

We adopt a dueling double deep Q-network (D3QN) to approximate the optimal action-value
function Q*(s,a). The dueling architecture separates the estimation of state value V(s) and action
advantages A(s,a), which is beneficial in environments where the value of some actions may not

depend heavily on the state—e.g., inspecting a clearly normal customer always yields negative
reward.

4.1 Network Architecture

The Q-network receives the state vector as input and outputs the Q-values for all N +1 actions.
The architecture, illustrated in Figure 1, comprises the following components:

Target Net
Q(sl ’ 6101
0(s,, 6, (SW Fanie Loss
?“’Lemax Q(Sz ’ 5{/’ )_> model ]
Q(sl > 5103

DOGs, 5,

127 p41

Ag, Ag,

Figure 1: Deep Q-Network Architecture

Temporal feature extractor: The line loss rate sequence LR,; is processed by a 1D

convolutional layer with 32 filters of kernel size 3, followed by ReLU activation and a long
short-term memory (LSTM) layer with 64 hidden units. This branch captures the dynamic evolution
of the feeder loss anomaly.

Customer profile encoder: For each of the N customers, a shared multi-layer perceptron (MLP)
with layers extracts load features. The per-customer embeddings are then concatenated and fed
through a transformer encoder layer with 4 attention heads to model mutual dependencies among
customers.

Inspection context: The binary mask m and budget scalar are passed through a separate MLP [8]
to form an inspection context vector.

Fusion and dueling heads: The outputs of all branches are concatenated and passed through a
fully connected layer of 128 units. The stream is then split into the value stream V (s) (a scalar)

and the advantage stream A(s,a) (a vector of length N +1). The final Q-values are given by:

Q(s,a) =V (s)+ [A(s, a) —ﬁz A(s, a’)]

Action masking: Before action selection and in the Q-learning update, we apply a mask M that
sets Q(s,a)=-o for any action a where m_ =1 (already inspected) or if a is the stop action

and budget is not exhausted. This ensures the agent never chooses invalid actions.
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4.2 Training Algorithm

The agent is trained using double Q-learning with prioritized experience replay to improve
sample efficiency. Two identical network copies are maintained: the online network with parameters
¢ and the target network with parameters 6, which is soft-updated every C steps.

At each environment step, an ¢ -greedy behavior policy is used, with & decaying from 1.0 to
0.01. The experience tuple (s,,a,r,,S..;,done) is stored in a priority replay buffer, where the

priority is proportional to the absolute temporal difference (TD) error. During training, mini-batches
of size B are sampled, and the loss function is:

S(O)=E(, 1) s (T + Qs ,argMax Q(s',236);60) - Q(s,36))’

The target incorporates the double Q-learning mechanism by using the online network to select
the next action and the target network to evaluate it, reducing overestimation bias. The complete
training procedure is summarized in Algorithm 1.

4.3 Environment Interaction and Theft Simulation

To train the DRL agent, we develop a realistic simulation environment using a publicly available
residential load dataset (e.g., Pecan Street or SGSC). We generate one year of 15-minute load
profiles for N =100 customers served by a single transformer. Technical losses are modeled as
3% of the total load plus a small Gaussian noise. Theft scenarios are injected as follows: for each
episode, we randomly select n,, {1,234} customers and assign each a theft factor «,

uniformly sampled from [0.2,0.7]. Theft start times are randomized, and once a thief is active, their
reported consumption is multiplied by «;. An episode begins when the line loss rate exceeds the

anomaly threshold 7=5% for 6 consecutive hours. The initial state is constructed from the
preceding 24 hours of data, and the agent is allowed a maximum of K, __ =10 inspections. The

parameters 4.,C;,and A, are set such that recovering a typical thief’s stolen energy yields a net

insp

positive reward equal to roughly twice the inspection cost, motivating active detection.
5. Experimental Evaluation
5.1 Baselines and Metrics

We compare the proposed DRL method with the following baselines:

Random: Inspects customers in a randomly permuted order until all thieves are found or budget
exhausted.

Greedy Loss Contribution (GLC): At each step, selects the uninspected customer whose removal
(hypothetically) would cause the largest decrease in the estimated line loss, based on a linear
sensitivity approximation from recent load data.

XGBoost Ranker: An XGBoost classifier trained on the same load features to predict each
customer’s theft probability. The agent inspects customers in descending order of predicted
probability.

Oracle: An upper-bound method that inspects the actual thieves directly, indicating the minimum
possible inspections.

Evaluation metrics include:

Mean number of inspections (MNI): average number of inspections per episode until all active
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thefts are found.

Theft detection rate (TDR): fraction of episodes where all thieves are successfully identified.

Average total cost (ATC): sum of inspection costs and ongoing theft penalties accumulated
during the episode, reflecting the overall economic performance.

Precision and Recall of the inspection sequence: precision measures how many of the inspected
customers are actual thieves; recall measures how many of the total thieves are successfully
identified. Unlike TDR, which only indicates whether all thieves are eventually found, precision
and recall evaluate the quality of the inspection order—i.e., how efficiently the agent prioritizes true
thieves over false positives. A higher precision means fewer wasted inspections on innocent
customers, which is critical under limited inspection budgets.

5.2 Results

We train the D3QN agent on 20,000 episodes and test on 2,000 unseen episodes. Table 1 presents
the performance comparison.

Table 1. Performance comparison of different methods

Method MNI() TDR() ATC() Precision Recall
Random 6.43 0.912 18.72 0.32 0.87
GLC 4.89 0.948 12.45 0.58 0.93
XGBoost 4.02 0.966 10.31 0.71 0.95
DRL(Ours) 2.78 0.978 6.77 0.84 0.97
Oracle 1.82 1.000 2.43 1.00 1.00

Our method reduces the mean number of inspections by 43.2% compared with GLC and by 30.8%
compared with XGBoost, while achieving a higher detection rate. The average total cost is reduced
by 35% relative to XGBoost, demonstrating that the learned policy effectively balances quick theft
elimination and inspection expenditure. The precision of 0.84 means that most inspections by the
DRL agent are productive, whereas the XGBoost ranker often wastes inspections on high-suspicion
but ultimately normal customers. Figure 2 shows the cumulative reward curve during training,
illustrating stable convergence after approximately 10,000 episodes.

200 : :

150

100

-100 L 1
0 5000 10000 15000

Figure 2: Time-varying cumulative return curve
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We further analyze the agent’s behavior. When the line loss anomaly is severe and concentrated
in a few customers, the agent tends to inspect customers with high negative correlation between
their load and the feeder loss deviation—an intuitive strategy. In multi-thief scenarios with weak
individual signals, the agent learns to inspect the most centrally connected customer first, using the
updated feeder loss after correction to re-evaluate others. This adaptive, information-gathering
behavior is a direct result of the DRL formulation and cannot be replicated by static ranking.

5.3 Ablation Study

We conduct ablation experiments to validate design choices. Removing the LSTM layer and
using only a feedforward network increases MNI to 3.51, highlighting the value of temporal line
loss dynamics. Disabling action masking causes the agent to occasionally re-inspect previous
customers, reducing TDR to 0.951. Using a standard DQN without dueling or double Q-learning
degrades performance to MNI = 3.10 and increases variance. These results confirm that each
architectural component contributes to the final performance.

6. Conclusion

This paper presents a deep reinforcement learning framework for abnormal line loss diagnosis
and electricity theft detection in low-voltage distribution transformer areas. By modeling the
sequential inspection process as an MDP with a cost-sensitive reward structure, the proposed
D3QN-based agent learns to select the most informative customers for on-site verification,
significantly reducing the number of inspections and total operational cost while maintaining high
detection accuracy. Extensive simulations demonstrate the superiority of the approach over
conventional heuristic and supervised learning baselines. Future work will extend the framework to
multi-transformer areas with coordinated inspection policies and explore transfer learning to adapt
the policy to new networks with limited historical data.
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