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Abstract: In the digital era, cross-boundary data transfer become the concern of press for 

the benefits it may bring. The Guangdong-Hong Kong-Macao Greater Bay Area, with the 

characteristic of “one country, two system, three jurisdictions”, also encounter this issue. 

The difference among the three jurisdictions in their rules and regulations could constitute 

institutional barrier of cross-boundary data flow. Hence, this paper will assess the data 

transferring regime in the said jurisdictions and identify the disparity, then updates the 

latest bilateral cooperation in GBA, mainly between Guangdong province and Hong Kong 

to facilitate data flow, finally recommend some practical measures as a respond. In this 

way, the digital industry in GBA would be advanced and the fundamental right and 

freedom regarding data processing would be safeguarded as expected.  

1. Introduction 

Given the importance of data(described as the new oil[1]) to date, all the countries and regions are 

striking to facilitating its free movement while providing appropriate protection. The 

Guangdong-Hong Kong-Macao Greater Bay Area(GBA), as the national strategy to deepen the 

cooperation among the said three parties and promote the open-up level[2], also take the free flow of 

data within GBA as an important task for legal harmonization and regional integration. Although 

the three jurisdictions are subject to a single sovereignty, Hong Kong and Macao as Special 

Administrative Region(SAR) both enjoy the power to enact and implement their own laws, leading 

to the disparity in rules and regulations. Such disparity to some extend would be considered as 

institutional barrier that might hamper the data transmission. In this regard, this paper attempt to 

identify the gap among the data transferring mechanism of the three jurisdictions by examining their 

respective laws. The recent bilateral cooperation between Guangdong province and Hong Kong 

SAR can serve as pilot as well as reference for further legal reconciliation of GBA. On the one hand, 

the bilateral cooperation between Guangdong province and Macao SAR can be conducted like this. 

One the other hand, multilateral cooperation among the three jurisdiction would be benefited from 

its pioneering work, such as the agreed principles and terms, as well as the legal basis and so forth. 

After all these, this paper will be ended with a series of useful and inspiring countermeasures, to 

ensure the cross-boundary data flow and safeguard relevant right.  
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2. The laws pertaining to data transfer of the three jurisdictions and the disparity 

2.1 Legislation in Guangdong, Hong Kong and Macao 

For their distinctive normative evolution, the legal systems and the affiliated regulations 

governing the data transfer of the three jurisdictions within GBA vary. Concern upon personal data 

protection and right of privacy became popular in the academic circle of the developed regions, 

inter alia, the America and European Union since the second half of the 20th century. A series of 

data protection law were enacted by the aforesaid regions and have influenced many jurisdictions 

including those of GBA. The earliest one, Hong Kong promulgated the Personal Privacy Protection 

Ordiance (PDO) in 1995, before its return to PRC. Article 33 of PDO forbids the outbound data 

transmission from Hong Kong unless the followed requirements are satisfied: the destination is 

specified in the notice of competent authority, the user has reasonable grounds to believe that there 

is a law in force in that place that is generally similar to or achieves the same purpose as this 

regulation, the relevant information has been transferred with the written consent of the parties 

involved and so on. However, this article remains ineffective until now, with worries about 

compliance burden the local enterprises especially the SMSE have to undertake[3]. In other word, 

there is no limit of cross-boundary data transfer in Hong Kong SAR.  

Macao SAR subsequently enact its data protection law namely Personal Data Protection Act 

(PDA) in 2005, which is contemplated to be the “The strongest personal data protection law in the 

Asia Pacific region[4]” five years later. Article 19 of PDA prescribes the general principle of 

transferring data outside Macao, that is, the destination has to provide adequate protection level 

equivalent to Macao SAR. If such requirement cannot be fulfilled, Article 20 of DPA provides 

exemption clause, consisting of the necessity of concluding or performing the contract of relevant 

parties, protection of fundamental interest of data subject, the appropriate safeguard provided by 

contractual clauses and so forth. Transferring the data to the destination outside Macao SAR, 

alongside processing the sensitive data and other items, is considered to be a series of data 

processing activities that need to apply for authorization from the competent authority.  

Chinese mainland is the latest jurisdiction that enact its data protection law. It is not until 2021 

that the legislature of PRC promulgated the Personal Information Protection Law (PIPL). As 

prescribed by Article 38 of PIPL, when outbound data transfer is needed, one of the following 

conditions should be met: (1) It or he has passed the security assessment organized by the national 

cyberspace administration in accordance with Article 40 of this Law. (2) It or he has been subject to 

the personal information protection certification by a specialized institution in accordance with the 

provisions issued by the national cyberspace administration. (3) It or he has entered into a contract 

with the overseas recipient in accordance with the model contract developed by the national 

cyberspace administration, agreeing on both parties' rights and obligations. (4) It or he meets other 

conditions provided in laws or administrative regulations or by the national cyberspace 

administration.  

2.2 The gaps among the three jurisdiction that might hinder data transfer 

As depicted above, different compliance requirements should be fulfilled when transferring data. 

Such difference would constitute barrier of data transmission within the GBA. The gaps among the 

three jurisdictions therefore have been identified as followed. Firstly, although Hong Kong has 

promulgated PDO at the end of 20th century, and later have issued SCCs and its Guidelines in 2014 

and 2022 respectively, the prominent provisions that regulate cross-boundary data transfer did not 

come into force till today. Enterprises and individuals that want to transfer data would consider it 

hard to find the rules to comply, and the other jurisdictions of GBA claim that Hong Kong fail to 
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provide adequate safeguard. Secondly, Macao apply a “case by case” authorization for 

cross-boundary data flow, while offers limited guidelines to the applicants. Even though the 

supervisory authority of Macao has issued legal opinions and authorization on its website for 

reference, there is still uncertainty of law enforcement. As a consequence, the efficiency of data 

transfer would be reduced. Thirdly, Chinese mainland offers comprehensive legal basis for data 

transfer, but impose harsh limitation on certain kinds of data and certain amount of personal data or 

sensitive data. Article 4 of Measures for the Security Assessment of Outbound Data Transfer 

stipulates that security assessment shall be applied under the following circumstances: (1) The data 

processor provides important data abroad. (2) The critical information infrastructure operator or the 

data processor that has processed the personal information of over one million people provides 

personal information abroad. (3) The data processor that has provided the personal information of 

over 100, 000 people or the sensitive personal information of over 10, 000 people cumulatively 

since January 1 of the previous year provides personal information abroad. (4) Any other 

circumstance where an application for the security assessment of outbound data transfer is required. 

As this provision apply directly to Guangdong province, the data flow from Guangdong to the rest 

jurisdiction is also bound by the restriction. Besides, the approach of legal harmonization among 

these three jurisdiction remains the crux of matter. Bilateral cooperation will be more flexible to 

narrow the gap, while multilateral cooperation might eliminate the institutional barrier more 

thoroughly. The prior practice of Guangdong province and Hong Kong may inspire the policy 

maker in GBA.  

3. Bilateral cooperation between Guangdong province and Hong Kong as breakthrough 

On June 30, 2023, the MoU on Facilitating Cross-boundary Data Flow Within the bay area was 

signed by ITIB of Hong Kong and CAC of Mainland[5]. It is not the first try of bilateral cooperation 

within GBA, given the Closer Economic Partnership Arrangement (CEPA) was concluded with 

between Chinese mainland and Hong Kong SAR, and between Chinese mainland and Macao SAR 

respectively in 2003[6], even though with no specific provisions regulating cross-boundary data 

transfer. As the respond to the MoU, the CAC and ITIB has jointly issued the Guidelines for 

Cybersecurity Standard Practice--Cross border Personal Information Protection Requirements in the 

Guangdong- Hong Kong-Macao Greater Bay Area (Draft for Comments) and Implementation 

Guidelines on the Standard Contract for Cross-boundary Flow of Personal Information Within the 

Guangdong-Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong). These two legal 

documents provide more justifications for data transmission and more detailed regulation to be 

easily complied, thus are considered the breakthrough of current legislation. Especially the latter 

one, which is also called Guangdong-Hong Kong SCCs, loosens the limitation of amount of 

transferred data and simplifies the procedure of recordation, thus improve the certainty and 

efficiency of data transfer between Guangdong and Hong Kong.  

The above practice proves that the bilateral cooperation of cross-boundary data transfer within 

GBA is feasible and can work effectively. However, attention should be paid on the fact that the 

DPO of Hong Kong implements no substantial restriction on data transfer while develops clear 

guidelines for data processors. Macao is dramatically different, for its PDA adopt an 

“application-authorization” method and provide less guidelines compared with Hong Kong. 

Bilateral cooperation can be utilized as a mean to remove the legal barrier of data transmission 

between Macao and Guangdong, as well as between Macao and Hong Kong, noted with the 

aforesaid distinction between Macao and Hong Kong. Meanwhile, the difference in the roles that 

the three parties are expected to play should be taken into consideration. Guangzhou is supposed to 

be the regional center of GBA in varying aspects including data transfer. Hong Kong although 
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encountered failure in high-tech industry transformation[7], still remain the potential to and seek to 

be the international data trade hub[8]. Whilst Macao caters for the data transmission with the 

Portuguese-speaking countries and European countries. The achievements and experience of the 

cooperation between Guangdong and Hong Kong, such as the unified terms and principle regulating 

data transfer and so on, would serves as reference. Notwithstanding it, the multilateral cooperation 

involving the concern three jurisdictions of GBA is still deemed to be the most ideal model 

pertaining to cross-boundary data transfer in long term.  

4. Conclusion: suggestions for facilitating data flow within GBA 

As the identified gaps of the rules and regulations among the three jurisdictions would hinder 

cross-boundary data flow in many aspects, certain countermeasures therefore has to be taken. In 

short term, the legislator should continuously perfect the bilateral cooperation model between 

Guangdong and Hong Kong, exploring more possibility to break through the upper level law, in 

particular the “white list” system encouraged to be developed in the Three-Year Action Plan for 

Digital Greater Bay Area issued by the Guangdong government[9]. Meanwhile, the bilateral 

cooperation regarding data transfer between Macao and Guangdong province, and between Macao 

and Hong Kong SAR should be carried out. SCCs(Standard Contractual Clauses), the successful 

template of the cooperation between Hong Kong and Guangdong and the most frequently used legal 

tool at global level[10], can be jointly issued by the data supervisory authority of Macao and its 

counterpart of Mainland after sufficient discussion to serve as breakthrough point of cooperation 

with Macao involved.  

In long term, a multilateral cooperation to remove the barrier of data transfer within GBA should 

be considered. Modelling on the internal data transfer of EU, the data autonomy of the three 

jurisdictions should be sacrificed[11]. More concretely, the three parties would alienate certain power 

to achieve an agreement on data transfer. The task force for the construction of “the Digital Greater 

Bay Area” under the Guangdong government is expected to play a more important role in overall 

planning and coordination. The experienced officers of data supervisory authorities, legal 

professionals and legal participants of the three jurisdictions should be welcome to provide insights 

to the enactment of the rules governing cross-boundary data transfer within GBA. A step-by-step 

scheme, similar with that applied to jurisdictions of varying legal and cultural background[12], might 

be considered. Moreover, the free trade zones located in Guangdong for further institutional 

innovation could serves as pilots in this process. The Hengqin Guangdong-Macao In-depth 

cooperation zone is carrying out the inter-government cooperation, which is interpreted as the 

expansion of high degree autonomy[ 13 ]. By applying the “first try”policy and fault-tolerant 

mechanism[14], it might legislate "appropriately ahead of schedule[15]" to offer more space for legal 

reconciliation between Macao and Guangdong, and even among the three jurisdictions of GBA. 

Experience of the pilots, after summary and review, can be introduced to other parts of GBA, and 

further the rest of Guangdong province 

Against the backdrop that cross-boundary data transfer has became one of the utmost important 

issues in the field of legal harmonization in GBA, this study would be of reference to advancing the 

reform of digital regulation of the three jurisdictions. Even though most of the recommendations of 

this paper might not be taken by the policy maker in GBA, it still offers some insights. The critical 

balance between the utilization of data and the protecting purpose are hereby considered. By 

narrowing the gap of data transferring regime of the three jurisdictions, both free movement of data 

and the safeguard upon digital human right would be ensured. More importantly, the unique data 

governance rules enable the enterprises in Chinese mainland to avoid hard regulation and to export 

data to other countries through Hong Kong SAR or Macao SAR[16]. GBA would therefore function 
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as the data trade hub between Chinese mainland and the outside world, promoting the digital “one 

belt one road” initiative.  
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