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Abstract:In order to adapt to the randomness of new energy power generation, the diversity 
of residential electricity consumption behavior and the reform of the power trading system, 
it is necessary to improve the real-time demand response and the information interaction 
between the power grid and users. This paper firstly applies cluster analysis in the field of 
demand response to distinguish user groups with different electricity consumption 
characteristics, and then evaluates the potential of different user groups to participate in 
demand response, and uses group recommender system strategy to make corresponding 
recommendations. In addition, considering that a large amount of user historical data needs 
to be collected in the group recommender system to realize the recommendation for user 
groups, there may be the risk of leaking user privacy. This paper proposes a privacy 
protection demand response group based on implicit feedback. The recommendation model 
realizes the privacy protection of users in the group during the recommendation process. 

1. Introduction 

With the transition from traditional grid to smart grid, renewable energy is gradually emerging, and 
the power of advanced control and communication technologies is steadily growing. Demand 
response (DR), as an important part of the smart grid, plays a key role in reducing peak load and 
incorporating renewable energy into the grid by motivating users to adjust their power demand to 
supply availability[1].Existing demand response mechanism can usually be divided into price-based 
demand response and demand response based on incentive [2-3].In this paper, cluster analysis is 
applied in the field of demand response to distinguish user groups with different electricity 
consumption characteristics, distinguish user groups with different power characteristics, then 
evaluate the potential of different user groups to participate in demand response, and recommend 
the group recommender system strategy. However, considering the large amount of user history data 
collected in the group recommender system, these data may contain some sensitive information of 
the users, and in most cases the recommendation system is not credible and has the risk of leaking 
user privacy. Therefore, it is imperative to protect the privacy of users in the group during the 
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recommendation process. 
In recent years, many privacy approaches to conservation have been implemented based on 

protected user historical data. In the literature [4], a framework called PrivRank was proposed by 
Yang et al. In PrivRank, both user historical data and activity data are protected by confusion. In the 
literature [5], Xu et al. have proposed a privacy-preserving online medical service recommendation 
scheme in an electronic healthcare system. The scheme uses the Paillier encryption algorithm to 
match each patient's needs with the doctor's information, and can recommend an appropriate doctor 
to the patient without knowing the exact needs. Literature [6] proposes a MSNs privacy protection 
group recommender system based on influencing factor I F, which uses fuzzy matrix algorithm to 
protect the privacy of group users, and can realize the group recommender system with privacy 
protection even if not every person is online. Literature [7] proposed a personalized privacy 
protection framework based on trusted client and group sensitive preference protection method, it 
uses the similarity of user sensitive topics to find similar users, using the group of similar user score 
to target user score to protect user privacy, however, ignored the risk of privacy leakage in the 
process of data transmission. In addition, more research results at the present stage are also 
achieved by adding perturbations to the original group preferences. Literature [8] proposes to 
perturb the preference profile of users within the group, serialize the perturbbed data and then 
transmit it. Finally, the recommendation server obtains the available group preference data from the 
perturbative data according to the relevant data iteration algorithm. Literature [9] proposes a 
group-based privacy protection method, which protects group users as a middleware for group users. 
After group users aggregate their personal preference data through the aggregation strategy, they 
recommend them in a group way, effectively protecting the privacy data of group users. 

2. Related technology 

2.1. Group recommender system 

Group recommender system emphasizes the aggregation of group member preferences. Due to the 
large differences between each member of a group, different preferences, and different expectations 
and desires, conflicts between group members often occur in the process of preference aggregation. 
During the group decision-making process, to reach agreement, each member accepts or rejects the 
preferred needs of other members to varying degrees. The final recommendation program needs to 
be able to minimize conflicts between group members and improve common acceptance among 
members. In addition, groups are dynamic and complex. Group members will change due to various 
factors, and users' preferences will also be affected by other group members, which need to 
dynamically capture real-time changes in groups. This makes making recommendations for groups 
more difficult. 

2.2. Implicit feedback 

In order to obtain more accurate and appropriate recommendation results, the recommendation 
system needs three basic components: user, project, and feedback. In terms of feedback, there are 
two main categories: explicit feedback and implicit feedback. Scoring is like the user to the project 
adhesive, both in explicit feedback and implicit feedback, score can be manually input by the user, 
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but in the implicit feedback needs to calculate according to the user behavior, defined an implicit 
scoring function, its output is the calculated user to the demand response plan, can show whether 
the user i is interested in the demand response plan j. More specifically, it is possible to understand 
the positive degree of the user i to join the demand response plan j, so that the power companies can 
use the calculation results to find the demand response plan that the users are more likely to join and 
recommend to the user accordingly. 

2.3. Localize Differential Privacy 

Differential privacy method is a statistical query method for privacy protection based on statistical 
data. The aim is that even if all the records in the database change, the statistical results do not 
change much. However, one problem with centralized differential privacy is that a third party must 
be trusted. In fact, third parties are not necessarily trustworthy in reality. To address this problem, 
Local Differential Privacy (LDP) is proposed[10].In an LDP, data is processed locally by the user 
and then uploaded to the central server; therefore, it provides better privacy protection. The LDP is 
defined as follows: 

Definition 1. A privacy mechanism M satisfies the𝜀𝜀 -localization differential privacy (𝜀𝜀 ≥ 0) if, 
for any two different records 𝑡𝑡, 𝑡𝑡′ ∈ 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑(𝑀𝑀), for any output 𝑡𝑡∗ ∈ 𝑟𝑟𝑑𝑑𝑑𝑑𝑟𝑟𝑟𝑟(𝑀𝑀), 

𝑃𝑃𝑟𝑟(𝑀𝑀(𝑡𝑡) = 𝑡𝑡∗) ≤ 𝑟𝑟𝜀𝜀𝑃𝑃𝑟𝑟(𝑀𝑀(𝑡𝑡′) = 𝑡𝑡∗) 
Localized differential privacy has the same sequential combinability as differential privacy. 

Sequential composability means that a privacy budget can be allocated in different steps of the 
algorithm. 

Property2.For n privacy protection algorithms𝑀𝑀𝑖𝑖  ,1 ≤ 𝑑𝑑 ≤ 𝑑𝑑, if the algorithmMisatisfies𝜀𝜀𝑖𝑖-LDP 
(localized differential privacy), the algorithm 𝑀𝑀 = {𝑀𝑀1,⋯𝑀𝑀𝑛𝑛} satisfies𝜀𝜀-LDP, where 𝜀𝜀 = ∑ 𝜀𝜀𝑖𝑖𝑛𝑛

𝑖𝑖=1  
The common perturbation mechanism of localized differential privacy (LDP) is the stochastic 

response technique. In the LDP, each user disrupts their data and uploads it to the CPU. Therefore, 
the data of any two users cannot acquire each other's sensitive information, so there is no concept of 
global sensitivity. Localized differential privacy (LDP) is a more advanced concept that ensures that 
users can safely share private data. 

3. Scheme Design 

3.1. Demand Response Group Recommender System 

𝐼𝐼𝐼𝐼𝑖𝑖,𝑗𝑗This section describes the proposed demand response group recommender system model. We 
assume that there is a demand response recommender system consisting of m types of demand 
response strategy and n users, and we express the user i scoring demand response policy j as, if user 
i does not score demand response policy j,𝐼𝐼𝐼𝐼𝑖𝑖,𝑗𝑗=null.The demand response recommendation system 
has many groups composed of different users, and this paper represents a typical group with g users 
as G. 

In the demand response group recommender system , first to collect the historical data of the 
user implicit feedback score 𝐼𝐼𝐼𝐼𝑖𝑖,𝑗𝑗, to predict the demand response strategy without the user implicit 
feedback score 𝐼𝐼𝐼𝐼𝑖𝑖∗, and then aggregate the implicit feedback score 𝐼𝐼𝐼𝐼𝑖𝑖,𝑗𝑗∗  of all users i for demand 
response strategy j in each group G, in order to further obtain the group preferences𝐺𝐺𝑃𝑃𝑖𝑖,𝑗𝑗 for the 
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demand response strategy j. 

3.2. Privacy Protection Group Recommender System Model Based on Implicit Feedback 

3.2.1. Implicit Feedback Score Calculation 

For the smart grid demand response strategy release platform, The most important thing is that 
electricity users can really actively join in the demand response plan and have a high satisfaction, In 
this way, the power companies can realize the macro-control of the power load, Improve the 
operation stability and reliability of the power grid, At the same time, users can also get the 
corresponding revenue from it, Therefore, this paper selects the four behaviors of the user who are 
actually added to the demand response plan and have the greatest impact of satisfaction to analyze 
and set the corresponding weight, The specific analysis settings are described in the following 
Table1:  

Table 1:Behavioral event weight setting.  

 

 

 

 

 

Defining an implicit scoring function, whose output is a calculated implicit user score of the 
demand response plan, is able to show whether the user i is interested in the demand response plan 
j.More specifically, it can understand the positive of user i to join the demand response plan j, so 
that the power company can use the calculation results to find the demand response plan that users 
are more likely to join and thus recommend to the user. The implicit scoring function is as follows: 
 

𝐼𝐼𝐼𝐼𝑖𝑖,𝑗𝑗 = (𝑤𝑤1 × 𝑟𝑟1) + (𝑤𝑤2 × 𝑟𝑟2) + ⋯+ (𝑤𝑤𝑛𝑛 × 𝑟𝑟𝑛𝑛)    (2) 
 

Among them, the user i implicitly scores 𝐼𝐼𝐼𝐼𝑑𝑑,𝑗𝑗the demand response plan j,𝑟𝑟1, 𝑟𝑟2 ⋯ 𝑟𝑟𝑛𝑛which 
refers to the number of behavioral events, and 𝑤𝑤1,𝑤𝑤2⋯𝑤𝑤𝑛𝑛is the weight set according to the 
previous analysis. 

3.2.2. Privacy Protection Group Recommender System Algorithm Model 

This paper designs a privacy protection group recommender system scheme. Figure 1 further 
illustrates our basic idea, which can be divided into two parts. Steps ①, ②, and ③ show the 
personalized recommendations section. Users interact with the recommendation server of the power 
company under the localized differential privacy, and train the personalized recommendation model 
through the matrix decomposition mechanism, which does not disclose the privacy, and then 
generate the personalized recommendation results. After the personalized recommendation section, 
each user gets their own preference. Steps ④ and ⑤ represent the preference aggregation part. 
When recommended to a group, the group performs the Privacy-preserving Preference 

Behavioral events Influence degree weight 
partake highest w1=1.2 
collect Times high w2=1 

communicate secondary w3=0.8 
look over lowest w4=0.6 
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Aggregation(PPPA) algorithm. Personal preferences of each group member were passed perturbed 
within the group before being sent to the server. In this case, the true preferences of the group 
members are hidden during random transmission and are not exposed to others. After receiving the 
perturbation preferences of all members, the server uses the median aggregation strategy to obtain 
the final group preferences. 

 

 

 

 

 

 

Figure 1:Framework diagram of the privacy protection group recommender system scheme. 

4. Results and Discussion 

The recommendation model and peaking demand response are combined to obtain potential users 
and recommend relevant information.As shown in Figure 2.It can be seen that the recommendation 
model can recommend alternative power consumption scheme for users to help users participate in 
demand response and achieve the purpose of peak reduction. 

 

 

 

 

 

 

 

 

Figure 2: User original load curve and the load curve under the demand response model. 
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5. Conclusion 

In order to adapt to the randomness of new energy power generation, the diversity of residential 
electricity consumption behavior and the reform of the power trading system, it is necessary to 
improve the real-time demand response and the information interaction between the power grid and 
users. This paper firstly applies cluster analysis in the field of demand response to distinguish user 
groups with different electricity consumption characteristics, and then evaluates the potential of 
different user groups to participate in demand response, and uses group recommender system 
strategy to make corresponding recommendations. In the recommendation system, a large amount 
of user historical data needs to be collected to realize the recommendation for user groups, and there 
is a risk of leaking user privacy. This paper proposes a privacy-preserving demand-response group 
recommender system model based on implicit feedback, which is implemented in the 
recommendation process. Privacy protection for users in the group. 
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